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Navigating data privacy & security is
crucial for brands to forge consumer trust.

Data is the fuel that powers the advertising economy. Considered one of the
most important assets a business can hold, the right data leveraged in the
right way enables a better understanding of customers, and how to serve
them more effectively and efficiently.

As the creation and collection of data expands, businesses have an
inherent responsibility in how they collect, store and process personal data.

As marketers navigate the privacy-focused landscape, keep in mind...

How businesses request consent to keep personal data, abide by their
privacy policies and manage the data that they’ve collected —is vital to
building trust with customers who naturally expect privacy as a basic right.

By taking a consumer first mindset, marketers can build stronger relationships
with their audiences, while still reaching them effectively with relevant
messaging.

In this third piece of our three-part series, we seek to provide guidance on
how to NAVIGATE the marketing landscape with actionable tactics to
help you better plan and personalize media in a privacy forward manner.
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Data privacy Is reshaping the conversation within the advertising
landscape on how to ethically connect with consumers
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What You'’ll Learn...

It’'s important to understand why data privacy and security is such a critical topic for the advertising
industry today, what are the key actions marketers can take to implement a privacy-first approach and
what strategies can be employed to reach customers ethically and legally in a privacy minded landscape

1 2 4
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What is data What iIs the How do How can

privacy & security ‘value exchange’ consumers personalized ads
and why is it for consumers’ feel about be privacy safe?

How can
marketers reach
audiences in a
privacy focused

manner?

Important? data? personalized ads?

Click through a box above to be brought directly to the appropriate section
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What is data
privacy & security
and why is it
important?
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Data privacy and security work together to ensure customer’s safety and
anonymity while protecting from identity theft, fraud and other cybercrimes

Data Privacy Data Security
The principle that individuals should have The principle that any entity collecting
control over their personal data, including data, has an ethical and legal

the ability to decide how organizations obligation to protect the data they
collect, store and use their data. collect from unauthorized access
and misuse.*

Source: IBM, What is Data Privacy?, December 2023. *Harvard Business School, "Data Privacy: 4 Things Every Business
Professional Should Know”, March 2021.
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Marketers need to be aware of the potential business ramifications
of not complying with data privacy and security regulations

%

Financial
Risk

Brand
Reputational

& Corporate
Risk

Legal
Risk

Click here ‘Understanding the Momentum of Data Privacy Legislation’
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What is the
‘value exchange’
for consumers’
data?
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Responsible and secure treatment of consumer data is extremely important
In shaping the customer experience for brands

Assurance that my personal data is being used responsibly and securely by the brand
% of respondents

| 63% 28%

Critically Important Important Somewhat Important

Source: Adobe and Econsultancy, ‘2024 Digital Trends,” April 9, 2024, via eMarketer. N = 6,649, ages 18-74, U.S. and Europe.
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Brands build trust with customers by being upfront about how they intend
to use data and provide them the ability to control how it is used

Three components of ethical data collection

\_

Transparency

Communicate what data
Is being collecting and
how you intend to use it

J

\_

Cconsent

Gain user permission
for data collection
whenever possible

J

Source: Harvard Business Review: “Customer Data: Designing for Transparency and Trust”. May 2015
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Value Exchange

Provide clear benefits and
details on what a user gets in
return for sharing their data

J
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The Value Exchange: Consumers are much more likely to share their
iInformation with a business when the value of doing so is made clear

Common Components of a Fair Value Exchange

Clear Opt-in
Language

Clear Opt-Out Clear Benefits -
Opportunities of Providing Data

Adhere to Data ‘
Privacy & Security |
Regulations ;
' A' |
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Consumers are more willing to share their personal information when
receiving value (like deals and access) from brands and retailers in return

Top Reasons for Sharing Personal Information

Coupons or deals available 33%
Product price 30%
Free product resource 22%

Access to exclusive products/perks 18%

0 Shipping detail 17%
7 4 /0 Limited time offer 16%
Curiosity about product 15%
Product solves personal problem(s) 15%
Share personal information Product trusted by experts 13%
Product simplifies a task 11%
Priority access to products 11%

Innovative product solution... 10%

Enticing product visual/image 9%
Click here to learn more about Personal Information in gp 9 0

‘What Is...Data Privacy and Security’
Source: The Trade Desk Intelligence and YouGov Consumer CPG/Apparel Buying Behaviors Study, January 2024.

PAGE 13 This information is exclusively provided to VAB members and qualified marketers. \//\B


https://thevab.com/insight/data-privacy-series

How do
consumers
feel about
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Consumers want the advertisements they receive from brands and retailers
to be more relevant to their needs and interests

-~

Ad Personalization

~

A marketing strategy that uses known information
about a consumer’s interests and behaviors to
serve relevant ads to a specific user. This enables
marketers to tailor the ad to a user’s preferences,

K needs and stage within the customer journey. /
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Data collected ethically and securely can be leveraged to provide value
to customers through personalized ads

Common Benefits of Ad Personalization

consumers Marketers

4 ) 4 )

Relevant Ads Product Discovery Targeting Ad Engagement
Receive ads relevant Find needed products Reach target audiences More likely to capture
to interests and needs faster and easier more effectively consumer attention and

drive engagement

\_ J \_ )
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Consumers who receive personalized ads from brands and retailers are
more likely to take action

% of consumers that are more likely to engage with brands that connect in personalized ways

£

Purchase Repurchase Recommend

716% 78% 78%

Source : McKinsey & Company, ‘The value of getting personalization right—or wrong—is multiplying’, November 2021.
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How can
personalized ads
be privacy safe?
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“Each of the publishers who we work with today have such rich
first-party data at their hands. They need control, they need
a way to be able to provision access to that data in
porivacy-safe ways. And there is so much benefit to doing that.”

Chief Marketing Officer, OpenAP

Source: TVRev, ‘OpenAP’s Brittany Slattery Discusses The Future Of Data Privacy In Advertising’, 2/21/24
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What are Privacy-Enhancing Technologies (PETsS)?

Hardware or software solutions that ensure data privacy and
protection while allowing organizations to extract value from data.

How can PETs address marketing privacy concerns and requlations?

S

Offer products and services Utilize analytics and Allow for data sharing
without accessing research without between two parties without
person level data. person level data. disclosing sensitive data.

Note: PETs should not be considered as a complete solution to privacy compliance.

It is suggested that they are used within a legal framework, and not as a substitute.

Source: FTC, “Keeping Your Privacy Enhancing Technology (PET) Promises”, February 2024




Encryption: It is essential that sensitive data is protected to ensure the
confidentiality of consumer information is never jeopardized

How does Encryption preserve privacy?
Keeps data secure by scrambling data so that it can only be read by authorized
————————————————— personhet —————————————————

What are the Benefits of Encryption

* Enables two parties to exchange sensitive data without leaking or exposing data

« Can be leveraged to meet compliance standards in sensitive industries such as
healthcare and finance

What is Encryption?

« Deter or mitigate the severity of data breaches

The mathematical process of « Has applications in retaining and managing the authenticity and integrity of

transforming readable plain text into ——tata—
unreadable ciphertext to mask sensitive
information from unauthorized users. - _ _ o
Original Data Encryption Encrypted Data Decryption Original Data

A ‘key’ is a cryptographic tool that is ,','},',“"0',',’,',:', §

used to scramble (encrypt) or :',“,@,“,': I:> I:> Cg I:>

unscramble (decrypt) data. T PFTMENY
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Data Clean Rooms: Leveraging privacy preserving data collaboration
methods ensures all parties involved protect and secure their sensitive data

How do Data Clean Rooms preserve privacy?
Prevent access to user-level data and aggregate
outputs into groupings.

How are Data Clean Rooms used in advertisinqg?
Data loaded into . Matched & anonymized
Partner Data clean room software Data Connection gataset available for utilization Outputs
What are Data Clean Rooms? — -
lp“%pﬁ ’ givgﬂitserAD " '"! |]|:||:| Measurement &
. st Pa ustomer Data . .
A secure software environment that ’ - Data from each — Attribution
i partner is matched.
enables data coIIa_boratlo_n between I;Dal Publisher B Data Creating a combined and @ Audience Analytics &
two or more parties, which allows (1% Party Ad Exposure Data) B anonymized dataset . ®-® Optimization
sensitive customer data to be shared, , )
and/or matched for joint analysisina  —————— ——_——~_—_—_____ __ ________ ___________—___
secure and privacy compliant manner. Examples of companies that offer Data Clean Room solutions

@
Diene Jb
SE, wowonen_adstra oo
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https://thevab.com/insight/wtdw-identity

Universal IDs: Their use backed by opted-in data has increased as
marketers become more privacy minded and signal loss grows

How do Universal IDs preserve privacy?
When hashed, UID’s prevent a user’s raw data such as
an email address from being used or traced back to them.

How can Universal IDs can help marketers?

* Eliminate dependency on 3rd party cookies

* More seamlessly partner with publishers and data providers to match
Unique identifier that allows first-party data on PIl in a privacy compliant and secure manner
publ.lshers and advertlsers to « Achieve greater precision in audience targeting

recognize and authenticate users

across publishers, platforms &
devices, which provides a holistic | — — — — —  _ _ __ __ __ _ _ __ _ __ __ _ _

What are Universal IDs?

* Increases accuracy of cross-channel measurement

view of audiences. Examples of companies that offer Universal ID solutions
C|- — BLISKSRAPH O theTradeDesk /LiveRamp
ick here to learn more about Universal IDs in
BlockGraph ID UID 2.0 Open ID Ramp ID
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https://thevab.com/insight/whats-deal-whats-next-measurement

Synthetic Data: By embracing Al that preserves privacy, brands are poised
to meet future legal and customer demands

o o How does Synthetic Data preserve privacy?
Since synthetic datasets do not maintain a 1:1 relationship
with the original data, audiences are impossible to reidentify.

What is an example of Synthetic Data?

What is Snthetic Data? VID (Virtual People Identifiers) Models

* VIDs are synthetic individuals that can be grouped together to mimic the
general population through the assignment of probabilistic demographics

. . « A way to label impression data consistently across all data providers
a population to train a model to enabling de-duplicated cross platform reach and frequency

make accurate predictions about «  Can be used to complement and enhance calibration panels
others in the population that you
don’t have a full set of data for.

Utilizes known information about

Examples of companies that offer Synthetic Data solutions

Ciarima < SAMBATV  B® Microsoft
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https://thevab.com/insight/whats-deal-whats-next-measurement

Micro=Cohort Measurement: Through this, marketers can accurately
measure audience exposure in a privacy focused methodology

8ARAA
4 s
Quvyt

What is Micro-Cohort
Measurement?

How does Micro-Cohort Measurement preserve privacy?
By leveraging exposure probability through a small groups,
there is no 1:1 viewer data identified in the measurement.

Campaign measurement through
exposure probability of small
defined groups with demographic
and/or behavioral data without
individual users being identified.

How does Micro-Cohort Measurement work?

Small Measured Group Exposure Calculation Scaled Measurement

A

Click here to learn more about Advanced Measurement in

Examples of companies that offer Micro-Cohort Measurement solutions

W) vevave EDO
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How can
marketers reach
audiences in a
privacy focused

manner?
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New legislation, significant industry changes, and an increased rate

of consumer opt-out have led to greater signal loss

Signal Loss

The diminishing availability of data points directly tied to
campaigns or individual users that allow marketers to
acquire, measure and retarget customers.

One of the most common examples of signal loss today is the deprecation of third-party
cookies, which have serious privacy concerns associated with them.

Signal loss also occurs when consumers decide to opt-out of sharing their personal data.

Source: Digiday, ‘Why connectivity is critical for clean rooms to turn signal loss into signal gain’, April 2024.
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“In response to the loss of 3 party signals, marketers
have turned to a slew of new solutions and tools
to help them maintain ways to connect with their
audiences. Marketers can better connect and activate

more of their first-party data and engage parts of the
ecosystem that no longer use 3" party cookies, this
iIncludes premium platforms like connected TV,
where 3'd party cookies were never the answer.”

Chief Connectivity and Ecosystem Officer, LiveRamp

Source: Digiday, ‘Why connectivity is critical for clean rooms to turn signal loss into signal gain’, 4/11/24.

“With the ad industry increasingly prioritizing consumer
privacy and moving away from third-party cookies,
the Connected TV space, specifically, finds itself a
unique position. CTV as a medium has never relied

on cookies, making it an attractive option for
advertisers looking to shift their spend from web
and mobile to reach new audiences.”

VP, Business Development — Agencies & Brands, WURL

PAGE 28 This information is exclusively provided to VAB members and qualified marketers. \//\B



Marketers are shifting media investments into CTV more than any other
platform as privacy legislation and signal loss increases

% of US ad buyers who plan on increasing spending in 2024
due to legislation and signal loss, by channel

Connected TV (CTV) 24%

Creator/influencer marketing 52%

Paid search 51%
Social media 50%
Retail media 47%
Digital video 40%
Digital audio 38%
Digital out-of-home 36%
Podcasts 35%
Digital display 32%
Gaming 23%

Source: eMarketer, ‘Make Sense of TV Ad Measurement in 2024: What You Need to Know,’ February 2024.
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“Privacy considerations have become central to digital interactions,
leading to a demand for future-proof targeting solutions that
respect user privacy. By reaching users based on their real-time

Interests, contextual advertising operates without personal data.”

President, Seedtag
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Adopting contextual targeting strategies allows marketers to address
signal loss and reach customers on CTV in a privacy minded manner

Two Examples of Targeting Focused Data Privacy Strateqgies for Marketers

4 °=—: N
-——000o
Contextual Targeting Semantic Targeting
Ad placements that are based on the type of content A more advanced form of contextual targeting which
within the media environment, implemented by involves the use of machine learning to understand
identifying and matching categories or keywords the meaning of content rather than just identifying
that are relevant to the brand/product advertising. matching keywords on a page.

Examples of Contextual & Semantic Targeting Companies

\SEE?TAG wurl ‘ IRISTV warry SemGSICy
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Marketer Takeaways: Protect your brand by taking a ‘privacy by design’

approach to your marketing strategies

Prioritize privacy centric data collection A ‘privacy by design’ approach means that Embrace new technology and platforms
methods to ensure privacy centric privacy is embedded at every step of your that enable you to connect with
measurement. Gathering consent from marketing process. Privacy is a priority for consumers in a privacy conscious
consumers while collecting information will consumers; therefore, it is critical that manner. Doing so allows marketers to
enable you to identify them accurately in a marketers approach data privacy ethically. build durable marketing strategies that
privacy complaint way throughout your are no longer tied to deprecating, and

campaign lifecycle. privacy concerned, data signals.
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Explore our full three-part series to understand, decode and navigate data
privacy and security, with actionable insights

Understand the momentum behind
data privacy legislation and explore
the continued shortcomings of ‘Big Tech’
in this area.

Decode data privacy and security
to learn about the key topics, concepts
and terms and why it matters to your

customers.

Navigate marketing strategies in a
privacy-focused landscape, with
actionable tactics to reach audiences
with personalized ads.

The Latest Laws and
the Shortcomings of ‘Big Tech’

VAB

Download Here
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Discover more

Looking for more data, insights and takeaways?
Check out this related VAB content
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About VAB

VAB plays a dual role in the video advertising industry. We are leading the
change to bring about a more innovative and transparent marketplace. We
also provide the insights and thought leadership that enables marketers to
develop business-driving marketing strategies.

Drawing on our marketing expertise, we the complexities in our

industry and discover new insights that transform the way marketers look
at their media strategy.

I
Z We are committed to your business growth and proud to offer VAB members, brand

marketers and agencies complimentary access to our continuously-growing Insights
library. Get immediate access at theVAB.com.

N\
/7
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